HNugopmanmonnasi naMsATKA 11 HECOBEPLLICHHOIETHHUX I10 BOIIPOCaM
KHO0epOe30NacCHOCTH

B ceTu «MHTEpHED»

KoMnbloTepHble BUPYCHI

KomnproTepHBIid BUPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX MPOrpaMM,
OTJIMYUTEIBHOU OCOOEHHOCTBIO KOTOPOU SIBIISIETCS CIIOCOOHOCTh K Pa3MHOKEHHUIO
(konupoBanuio). B nomoiiHeHHWEe K 3TOMY, BHUPYChl MOTYT TOBPEIUTH WIH
MOJIHOCTBIO YHUUTOKUTH BCE (Pailyibl U TaHHBIE, TTOJJKOHTPOJIbHBIE MOJIb30BATEIIO,
OT UMEHU KOTOPOTo Oblila 3amylleHa 3apak€HHas MporpamMma, a Takke MOBPEIUTh
WIN JaK€ YHUYTOKUTH OINEPAIMOHHYIO CUCTEMY CO BceMHu (aitnamu B 1enom. B
OOJBIIMHCTBE CIIy4aeB pacpOCTpaHsAIOTCA BUpPYChl uepe3 HTepHer.

MeToasbl 3a1IUTHI OT BPEAOHOCHBIX IIPOrPAMM:

1. Hcnonp3yii COBpEMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOIINE
CEpbE3HBIN YPOBEHB 3aLIUTHI OT BPEIOHOCHBIX IIPOIPAMM;

2. [locTostHHO ~ ycTaHaBnuBail maTuu (UMQPPOBBIE 3arlIaTKH,
KOTOpblE€ aBTOMATUYECKM YCTAaHABIMBAIOTCS C LEJNbIO  J10pabOTKH
OporpaMMbl) U JIpyrMe OOHOBJIEHUS CBOEH OINEpaliOHHON CHCTEMBI.
CkauyuBail UX TOJNBKO ¢ oduiuuanbHOro caiita paspadorunka OC. Ecnu
CYILIECTBYET PEKUM aBTOMATUYECKOTO OOHOBJICHHUSI, BKJIIOUYH €r0;

3. PaboTait Ha cBOeM KOMIIBIOTEPE IO MpaBaMH MOJIb30BATENs, a
HE aJMHUHHCTpaTopa. OTO HE TO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX
IPOrpaMM MHCTAJJIMPOBATHCS HA TBOEM IIEPCOHAIIBHOM KOMITBIOTEDE;

4, Hcnons3yil ~ aHTUBUPYCHBIE  MOPOrPAMMHBIE  TPOJIYKTHI
U3BECTHBIX IPOU3BOJUTENEH, C aBTOMATHUYECKMM OOHOBJIEHUEM 0a3;

S. Orpannup  (U3MYECKUH  JOCTYyH K  KOMIIBIOTEpY  JJis
NOCTOPOHHUX JIULI;

6. Wcrnionp3yil BHEmHME HOCHUTENW HWHPOPMAIIMK, TaKue Kak
¢bnemka, auck wuimm  (Qaitn u3 HHTEepHETa, TOJBKO W3 MPOBEPEHHBIX
MCTOYHUKOB,;

1. He otTkpbiBaii KOMMBIOTEpHBIE (ailyibl, TMOJMyYEHHBIE U3
HEHAJ&KHBIX MCTOYHUKOB. Jlaxke Te aiinpl, KOTOpble MpUCTIal TBOH

3HaKOMbI. Jlydilie yTo4HM y HETo, OTIPABJISUI U OH TeOe UX.



Ceru WI-Fi

C nomomipio WI-Fi MOXXHO MOJIy4YUTh OCCIUIATHBIM HHTEPHET-IAOCTYIT B
OOIIIECTBEHHBIX MecTax. Kade, OTeNsx, TOProBhIX IIEHTpax u adpomoprax. Ho
MHOTHE DKCHEepPThl CUYHMTAIOT, 4TOo obmenoctynasie WiFi cetu He sBusioTcs
0€30MaCHBIMH.

CogeThbl 110 0€301aCHOCTH PA0OTHI B 001IeI0CTYNHBIX ceTax Wi-Fi:

1. He nmepemaBaii cBolO JWYHY0O HWHPOPMAIUIO  dYepe3
obmenocrynusie Wi-Fi cern. PaboTas B HMX, JKelaTeIbHO HE BBOJIWTH
MapoJiv J0CTyTa, JIOTHHBI U KaKUe-TO HOMEPA,

2. Ucnonb3yihi u OOHOBISAH aHTUBUPYCHBIE TMPOTPaAMMBl U
Opanamaysp. Tem cambIM ThI 00€30MacHIIb ce0sl OT 3aKaYKH BUpYyCa Ha TBOE
YCTPOMCTBO;

3. [Ipu wucnonb3zoBanuun Wi-Fi otkmoun Qyskiuo «OO0mmit
noctyn kK ¢aimam u  npuHTepam». JlaHHas QyHKIUSA 3aKphITa 110
YMOJTYaHUIO, OJTHAKO HEKOTOpHIC IIOJNH30BATEIN AaKTHUBUPYIOT €€ s
y100CTBa UCIIOJIb30BaHUs B paboTe Win y4yeoe;

4, He wucnone3yit nyomuunbii WI-FI s mepenadn  JTHYHBIX
JTAHHBIX, HAMPUMEP, JUIsl BBIXOJ]a B COLIMAJIbHBIC CETHU WM B AJIEKTPOHHYIO
Mo4TY;

S. Hcenonp3yii Tonpko 3amunieHHoe coenunenne yepe3 HTTPS, a
ne HTTP, 1.e. mpu Habope Beb-anpeca BBOAM UMEHHO «https://»;

6. B Mob6unbHOM Tenedone otkimoun ¢yHkuuo «lloakimouenue K
Wi-Fi aBromarmueckm». He mgomyckaii aBTOMATHYECKOTO IMOIKIIOYCHHS

ycTpoicTsa K cetsim Wi-Fi 0e3 TBoero cornacus.

ConmajibHbIE CeTH

CounanbHasi ce€Tb — 3TO CaWlT, KOTOPBIM MPEIOCTABISIET BO3MOMXHOCTH
JIOJISIM OCYIIECTBIISATH 0OIIeHHEe Mexay coOoit B MHTepHeTe. Yarie Bcero B HUX
I KOKIOTO YEJIOBEKA BBIJECIACTCS CBOS JIMYHAA CTPAHMYKA, HA KOTOPOU OH
yKa3blBaeT O cebe pa3IuyHyr0 HH(pOpMaIMi0 HayuHas OT UMEHHU, GaMuiIuu u
3aKaH4YMBas JIMYHBIMU QoTorpadusimu. MHOTHE MOIH30BATEIN HE TOHUMAIOT, YTO
uH(popMaIus, pa3MEIICHHas UMH B COITMAIBHBIX CETSX, MOXKET ObITh HaiieHa U
WCIIOJIb30BaHA KEM YrOJHO, B TOM 4YHCIEe HE O00s3aTeNbHO C Oyarumu

HaMCpPCHUAMMU.



OcHOBHBIE COBETHI 110 0€30MACHOCTH B COLHAJIBHBIX CETHAX:

1. Orpanuub CUCOK Apy3ei. Y TeOst B APYy3biX HE JOKHO ObITh
CIIy4allHbIX U HE3HAKOMBIX JIFOAEH;

2. 3ammiiail CBOI 4YacTHYIO >KM3Hb. He yka3biBail mnapoiiu,
TeneoHbl, aapeca, JAaTy TBOETO POXICHUS U JAPYIyl0 JIHYHYIO
uHpopMaIuio. 3J0YMBIIUIEHHUKH MOTYT UCIIOJIb30BaTh Jake HHGOPMAIIUIO
O TOM, KaK Thl U TBOM POJIUTEIIN IUIAHUPYETE MTPOBECTU KAHUKYJIbI;

3. 3amuiiai CBOK pEIyTaluuio — JIEPKU €€ B UACTOTE U 3aJaBai
cebe Bompoc: XOTeNd Obl Thl, YTOOBI APYTHE MOJBb30BATENIN BUAEIH, YTO ThI
3arpyxaenis? Ilomymaii, mpexae yeMm 4To-TO OMyOJMKOBaTh, HaNUCaTh U
3arpy3HTh;

4.  Ecam Tl TOBOpUIIL C JIIOJIBMH, KOTOPBIX HE 3HaClIb, HE
UCIIOJIb3YH CBOE peallbHOE€ UMS U JPYTYI0 JMYHYI0 HH(OpMaLHUIO: UMS,
MECTO >KUTEIIbCTBA, MECTO YUEOBbI U IPOYEE;

5.  M3berait pasmemienus ¢otorpapuii B MHTEepHeTe, rae Tl
U300pakeH Ha MECTHOCTHU, 10 KOTOPOH MOXXHO ONpPEIEIUTh TBOE
MECTOIOJIOKECHHUE;

6. Ilpm perucrpauum B COLMATIBHOW CETH HEOOXOAMMO
UCIIOJI30BaTh CIIOXKHBIE IMApOJIM, cOocTosuMe H3 OykB M LUPp U C
KOJIMYECTBOM 3HAKOB HE MEHee §;

7. JIJist conuanbHOM CeTH, TIOYTHI M JIPYTUX CAWTOB HEOOXOAMMO
UCIIOJIb30BaTh pa3Hble Mapoiu. Torma ecau  TeOs  B3JIOMAKOT, TO

3JIOYMBINUJICHHUKHU I10JIYy4aT AOCTYII TOJBKO K OJHOMY MCCTY, 4 HC BO BCC

cpasy.

DJICKTPOHHbIE TeHLIH

DONEeKTPOHHBIC JIEHBIH — 3TO OYEHb YJIOOHBIA CIOCO0 TIUIaTex e, OJIHAKO
CYIIECTBYIOT MOLIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JCHBIHU.

DJIEKTPOHHBIE IEHBIY MOSIBUJINCH COBCEM HEJABHO U UMEHHO M3-3a 3TOTO BO
MHOTHUX FOCyAapCTBax /10 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun ke oHU QYHKITMOHUPYIOT U O HUX YK€ MPOMUCAHO B 3aKOHE, TJIC
MX Pa3JeiAI0T HA HECKOJIBKO BUJOB — aHOHUMHBICE U HE aHOHHWMHbIE. PasHuna B
TOM, YTO aHOHUMHBIE — 3TO T€, B KOTOPBIX pa3periaeTcs MPOBOIUTh oreparuu 6e3
UIeHTU(PUKAIIMKM  TIOJB30BaTENsl, a B HE AHOHUMHBIX HJICHTU(UKAIUS

II0JIL30BATEIIS SIBJISIETCSA 0053aTCIbHOM.



Taxxe crnemyer pa3nuyaTh OJJIEKTPOHHBbIE (HUATHBIE JEHBIU (PaBHBI
rOCyapCTBEHHBIM BaJIOTaM) W BJIEKTPOHHbIE HE (hUATHBIE ACHBIM (HE pPaBHBI
roCyapCTBEHHBIM BAJIIOTaM).

OcHoOBHBIE COBETBI 110 0€30NACHOM padoTe ¢ ITeKTPOHHBIMU ICHbI AMU:

1.  IlpuBsiku K cueTy MOOMIBHBIN TeneoH. ITO caMblil yIOOHBIN
U OBICTPBINA CIIOCOO BOCCTAHOBUTH JIOCTYM K cueTy. [IpuBszanubiil Tenedon
MIOMOKET, €Cu 3a0y/Ielllb CBOM IUIATEKHBIN NMapoJib WU 3aiiIelllb Ha CalT C
HE3HAKOMOT'0 YCTPOUCTBA;

2. Ucnonw3yinr omgHopasoBele maponu. lIlocne mepexoma Ha
YCUJICHHYIO aBTOpHU3allMIo Tebe yxke He OyJeT yrpoxaTh OMAacCHOCTb KPaxH
WM TIepexBaTa IIaTeKHOTo MapoJis;

3.  Bribepu cnoxsslii maposb. [IpecTynmHukam OyAeT HEIpOCTO
yrajgarh CIOXHBIA maposib. HaxexHele mapoim — 3TO MapoJid, KOTOpPbIE
coJiep>KaT He MEHEe 8 3HAKOB M BKJIOYAIOT B €05l CTPOUYHBIE U MPOIHUCHbBIE
OyKBBI, IU(pPBI U HECKOJBKO CHMBOJIOB, TAKME KakK 3HaK JoJuiapa, (yHTa,
BOCKJIMIIATEIbHBIN 3HAK U T.1. Hampumep, StROng!;;

4. He BBOAM CBOM JMYHBIE JAHHBIE Ha cailTax, KOTOPbIM HE

JIOBEPSICIIIb.

DJIEKTPOHHAA MOYTA

DJIEKTPOHHAS MOYTa — 3TO TEXHOJIOTUSI U MPEIOCTABISIEMBIE €10 YCIYTH IO
MEPECHUIKE U MOJTYUYEHHUIO IEKTPOHHBIX COOOIIECHUH, KOTOPhIE paclpeieaioTcs B
KOMIBIOTEpHOH ceTh. OOBIYHO DJICKTPOHHBIM TMOYTOBBIA SIITUK  BBITJISIUAT
CJIeIyIOIUM 00pa3oM: UMsI_TOJIb30BaTENA(@HUMs_JIoMeHa. Takxe Kpome nepenadu
IIPOCTOT0 TEKCTA UMEETCS BO3MOKHOCTD NIEpeiaBaTh (aiibl.

OcHOBHBIE COBEeTHI IO 0€30MacCHOM padoTe € 3JIEKTPOHHOM MOYTOM:

1. Hano BwIOpaTh mpaBWIIbHBIA MOYTOBBIN cepBuc. B MHTepHeTe
€CTh OTPOMHBIM BHIOOP OECIIaTHBIX MOYTOBBIX CEPBUCOB, OJHAKO Jy4YIIe
JOBEPATH TEM, KOTO 3HAEIIb U KTO NIEPBBIM B PEUTHHIE;

2. He yka3piBaii B JMYHOM MOYTE JIMUHYIO HHGPOPMAIIHUIO.
Hampumep, nydimie BbIOpaTh «My3bIKaIbHBIN (aHaT@» uiu «pok2013»
BMeECTO «TeMal3y;

3. Hcrnonb3yil IBYX3TalHYH aBTOPU3ALMIO. JTO KOrJa MOMHMO

NapoJisi Hy’)KHO BBOJUTH KO/, IPUChUIaeMblii o SMS;



4, Bribepu cnoxubli maponb. Jis Kakaoro MmOYTOBOTO SIIMKA
JIOJDKEH OBITh CBOM HAJICKHBIN, YCTOMYMBBIN K B3JIOMY MapOJIb;

S. Ecnu ectp BO3MOXHOCTh HamucaTh CaMOMY CBOM JIMYHBIN
BOIIPOC, UCIIOJIB3YH 3Ty BO3MOXKHOCTb;

6. HNcnone3yid HECKOJIBKO TMOYTOBBIX SIIUKOB. llepBwil s
YaCTHOM TMEpENHuCKh C aapecaTaMu, KOTOPbIM Tbhl JOBEpSClIb. JTO
AJIEKTPOHHBIN a/ipec HE HaJ0 UCIOJIb30BaTh MPU PEruCTpaluu Ha Ghopymax
U calTax;

7. He otkpeiBail Qaitniel U Apyrue BIOXKEHHS B NMHCbMax Jaxe
€CJIM OHU IPUIUIA OT TBOUX Jpy3el. Jlydme yrouHu y HUX, OTIPaBIISIIN JIA
OHM TeOe AT (halJIbI;

8. [locne oxoHuaHusi pPabOTBl Ha IIOYTOBOM CEpBHUCE IEpen

3aKPBITHCM BKJIIAAKH C CalTOM HE 3a6yzu> HaXkaTh Ha « BeIATHY.

KuoepOv/LINHT WM BUPTVAJLHOE H31€BATEILCTBO

KubepOymnuHr — 3TO mpeciaeroBaHUE COOOLIEHUSMH, COAEpKAIIUMU
OCKOpOJIeHUS, arpeccuio, 3aIyTUBAHUE; XYJUTaHCTBO; COILIMAJIbHOE
OOMKOTHUPOBAHUE C MOMOILIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHoOBHBIE COBETHI 10 00pBHOE ¢ KUOEPOYIIITMHIOM:

1.  He Opocaiics B 60i. JIyumnii cmoco0: mocoBEeTOBAaThCA Kak ce0st

BECTM U, €CIM HET TOro, K KOMY MOXHO OOpaTuTbCsi, TO BHayaie

ycnokouThcsi. Ecam Tl  HauyHeNIb OTBEYaTh OCKOPOJICHUSIMH — Ha

OCKOpOJICHHUSI, TO TOJILKO €IIIe OOJIBIIE PAa30KKEITh KOHPIHKT;

2. Ympasinsii cBoeil kKubeppemyTaiueii;
3. AHOHUMHOCTL B cetd MHHMas. CylecTBYIOT CHOCOObI

BBISICHUTB, KTO CTOUT 32 aHOHUMHBIM aKKayHTOM;

4, He crout Bectn Xynuranckuii o0pa3 BUPTYaJbHOW JKU3HH.

HNuTepHer (ukcupyeT Bce TBOM JEHCTBUS M COXPAHSIET UX. YIalUTh HX

OyJeT KpaitHe 3aTpyAHUTEILHO;

5. Benu cebs BEXINBO;
6. Urnopupyu € IMHUYHBIN HETaTUB. OnHopa3zoBbie

OCKOPOUTEbHBIC COOOIICHHs Jyd4Illle WUTHOpUpoBaTh. OOBIUHO arpeccus

IpeKpaIaeTcs Ha HadalbHOM CTaIuu;



/. banm arpeccopa. B mporpaMmmax oOMeHa MrHOBEHHBIMU
COOOIICHUSIMU, B COLMAIBHBIX CETSIX €CTh BO3MOXKHOCTh OJIOKHMPOBKHU
OTIPaBKH COOOIIEHHIA C OMPEIEIIEHHBIX aPECOB;

8. Ecam Tl cBuzmerenr kubOepOymimnra. TBou nmedcTBus:
BBICTYIIUTh MPOTHB MpECcienoBaTeNs, MOoKa3aTh €My, YTO €ro JAeWCTBUA
OLIEHMBAIOTCSI HETaTUBHO, TOAJEpXKaThb KEPTBY, KOTOPOH HyKHa
IICUXOJIOTHYECKasi TOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpecCHBHOTO

ITIOBCIACHHUA B CCTH.

MoouwiabHbIN TeJaedoH

CoBpeMeHHbIe CMapTQOHBI U TIJIAHIIETHI COJIEPXKAT B ceO€ BIOJIHE B3POCIbIN
GyHKIMOHAT, W TENepb OHU MOTYT KOHKYpHUPOBaTh CO CTallMOHAPHBIMU
KoMIibtoTepamMu. OJIHAKO CPEACTB 3aIIUTHI JIJIsl TTOJI0OHBIX YCTPOMCTB MOKA OYEHb
Masio. TecTWpoBaHWE W TIOMCK YSI3BUMOCTEH B HHUX HPOUCXOJUT HE Tak
MHTEHCUBHO, Kak jiis [1K, To sxe camoe kacaeTcsi U MOOMIIBHBIX MPUITOKEHUH.

CoBpeMeHHbIE MOOWIJIbHBIE Opay3epbl YK€ TPaKTUYECKH JIOTHAIU
HACTOJIbHBIE AaHAJOTH, OJIHAKO pacHIMpeHHe (QYHKIMOHAIA BIIEYET 3a COOOMU
OOJIBIIYIO CIIO)KHOCTh U MEHBIIYIO 3aIUIIIEHHOCTD.

Jlaneko He Bce MPOU3BOAMUTENM BBIMTYCKAIOT OOHOBJIEHHS, 3aKpPbIBAIOLINE
KPUTHUYECKUE YA3BUMOCTH JIJISI CBOUX YCTPOMCTB.

OcHOBHBIE COBeTHI 71 0€30MACHOCTH MOOMJIBHOIO TesledoHa:

1. bynb octopoxeH, Beap koraa Ttede mpeayiararoT OecIUIaTHBIN

KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO IJIATHBIC YCIYTH;

2. Hywmaii, npexae yeMm otnpaButb SMS, doto win Buaeo. Tbl

TOYHO 3HaeIllb, TI€ OHU OYAYT B KOHEYHOM UTOTe?

3. HeoO6xomumo OOHOBIIATH OMNEPAIlMOHHYIO CHCTEMY TBOETO
cMapTQoHa;
4, Hcrnionp3yil aHTUBUPYCHBIE TMPOTPAMMBI  JUISI  MOOWMIIBHBIX

TenedOoHOB;

5. He 3arpyxaii nmpuiaokeHusi OT HEU3BECTHOIO MCTOYHHUKA, BEIb

OHH MOTYT COJIEP)KaTh BPEIOHOCHOE MPOTPaMMHOE 00eCTIeueHNE;

6. ITociie TOro kak Thl BBIWJEIIL C CAWTA, TJI€ BBOAWJ JIMYHYIO
uH(OpMaIUIOo, 3211 B HACTPOUKHU Opay3epa U ynainu cookies;
7. Ilepuonuyecku  mpoBepsid,  KakMe  IUIATHBIE  YCIIYI'M

AKTUBHUPOBAHLI HA TBOEM HOMCEPC,



8. JlaBaii cBoil HOMEP MOOWIBHOTO TeleOoHA TOJIBKO JIHOMISIM,
KOTOPBIX THI 3HACIIb U KOMY JIOBEPSICIIIb;
9. Bluetooth pgomkeH OBITH BBIKIIOYEH, KOrga Thl HM HE

noJsib3yemnbcesd. He 3a0b1Bail MHOT1a IPOBEPSITH 3TO.

OUINHHT WIH KPAa’Ka JHYHbIX JJAHHBIX

['maBHas uenp ¢uUIIMHTA, BUJA HMHTEPHET-MOIIEHHUYECTBA, COCTOUT B
MOJIYYeHUH KOH(PUACHIIMAIBbHBIX JIAHHBIX IMOJIb30BATEICH — JIOTMHOB M IMapoJieH.
Ha anrmwmiickom si3bike phishing unraercs xak ¢ummar (ot fishing — peiOHas
JIOBJISI, password — mapoJib).

OcHOBHBIE COBETHI IO 0OPBHOE C PUILINHIOM:

1.  Cnenu 3a cBouM akkayHTOM. Ecnu Thl o103peBaeiiib, 4TO TBOS
aHkeTa OblJIa B3JIOMaHa, TO HEOOXOJMMO 3a0JIOKMPOBATH €€ U COOOIIHTH
aJIMUHHCTPATOpaM pecypca 00 3TOM Kak MOXKHO CKOpeEe;

2. Hcnons3yil Oe3omacHble BEO-CAaThl, B TOM YHCIIE WHTEPHET-
Mara3uHOB U TTOMCKOBBIX CUCTEM;

3. Hcnonb3yii cnoxkHble U pa3Hble apoiu. Takum oOpa3zoM, eciiu
Te0sl B3JIOMAIOT, TO 3JOYMBIIUICHHUKHU TMOJIY4YaT JIOCTYIN TOJILKO K OJHOMY
TBOEMY NMPODUIIIO B CETH, & HE KO BCEM;

4, Ecnu 1ebOs B3nomanu, TO HEOOXOAMMO MPEAYNPEIUTh BCEX
CBOMX 3HAKOMBIX, KOTOPbIE JOOABIICHHBI y T€0sI B IPY3bsiX, O TOM, UTO TeOs
B3JIOMaJu W, BO3MOXKHO, OT TBOEr0 HMMEHHM OYIET pacchliaThCsi ClaM U

CCBUIKH Ha (DUIIIMHTOBBIE CAUTHI;

S. VYcranoBu HagexHbli napodb (PIN) Ha MoOMIBHBIN TenedoH;
6. OTxII09M coOXpaHeHue napoJis B Opaysepe;
7. He oTkpwiBail Qaiiibl U Apyrue BIOKEHUS B MUChMax Jaxke

€CJIM OHU MPULUIM OT TBOUX Apy3eu. JIydlie yrouHu y HUX, OTOPABIUIN JIU

OHHM TeOe AT (aiIbl.



